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Name: Prod



Name: Prod

A vNet is simply a logical, isolated network within the Azure fabric.
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IP address space: 10.0.0.0/16



Name: Prod

IP address space: 10.0.0.0/16, 192.168.1.0/24

It is possible for a vNet to have more than one address space assigned to it.
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10.0.0.0/24

Web1



NAT

Web1

Public IP: 52.232.35.200



Web1

Public IP (Basic)

Web2

Public IP (Standard)



Web1

Availability Zone 1

Web2

Availability Zone 2

Web3

Availability Zone 3



Web1
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Name: vNet1

IP address space: 10.0.0.0/16

10.0.0.0/24 10.0.1.0/24

System 

Route

System routes can be overridden! More on this later.
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VPN Gateways Virtual Network Peering



Option 1: VPN Gateways
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Option 1: VPN Gateways
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Option 1: VPN Gateways
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Option 1: VPN Gateways

Name: Prod Name: Test

GatewaySubnet GatewaySubnet

IPSec Tunnel



Option 1: VPN Gateways



Option 1: VPN Gateways
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Option 1: VPN Gateways

Name: Prod Name: Test

GatewaySubnet GatewaySubnet

A

A

A

A

New-AzureRmVirtualNetworkGateway -EnableActiveActiveFeature



Option 1: VPN Gateways

Name: Prod Name: Test

IPSec Tunnel

VpnGw1 VpnGw1

650Mbps



Option 2: vNet Peering
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Option 2: vNet Peering
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Option 2: vNet Peering
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vNet Peering

Option 2: vNet Peering

Subnet1: 10.5.0.0/24 Subnet1: 10.6.0.0/24
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Option 2: vNet Peering

Subnet1: 10.5.0.0/24 Subnet1: 10.6.0.0/24

Subscription A Subscription B



Name: Prod Name: Test

vNet Peering

Option 2: vNet Peering

Subnet1: 10.5.0.0/24 Subnet1: 10.6.0.0/24

Subscription A Subscription B

Azure AD Tenant 1



Name: Prod Name: Test

Option 2: vNet Peering

Name: Dev

Peering Peering



Routing in Azure
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vNet Peering

Internet

Type Destination Next Hop Type

System vNet_Prod vNet Peering

System 0.0.0.0 Internet



Name: Prod Name: Test

vNet Peering

Internet

Type Destination Next Hop Type

System vNet_Prod vNet Peering

System 0.0.0.0 Internet

You can’t delete System Routes, but you can override them, 
using User Defined Routes (UDRs).
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vNet: Spoke1 vNet: Spoke2

vNet: Hub

Internet

Type Destination Next Hop Type

System vNet_Hub vNet Peering

System 0.0.0.0 Internet

Network Virtual 

Appliance 

(10.104.1.1)



vNet: Spoke1 vNet: Spoke2

vNet: Hub

Network Virtual 

Appliance 

(10.104.1.1)

Internet

Type Destination Next Hop Type Next Hop

System vNet_Hub vNet Peering

User Defined 0.0.0.0 Virtual Appliance 10.104.1.1



Type Destination Next Hop Type Next Hop



Type Destination Next Hop Type Next Hop

User Defined 10.1.0.0/16 Virtual Appliance 10.104.1.1

User Defined 10.2.0.0/16 Virtual Appliance 10.104.1.1



Type Destination Next Hop Type Next Hop

User Defined 10.1.0.0/16 Virtual Appliance 10.104.1.1

User Defined 10.2.0.0/16 Virtual Appliance 10.104.1.1

Subnet1: 10.0.0.0/24





VpnGw1

* Not on ‘Basic’ SKU or on ‘policy-based’ gateways

On-Premises DCAzure vNet

BGP

IPSec Tunnel



VpnGw1

On-Premises DCAzure vNet

BGP

IPSec Tunnel

Advertise 0.0.0.0

Internet



VpnGw1

On-Premises DCAzure vNet

BGP

IPSec Tunnel

Advertise 0.0.0.0

Internet



Connecting to On-Premises Data 
Centres Using ExpressRoute



Partner 

Edge
Microsoft 

Edge

Primary 

Connection

Secondary 

Connection

Customer 

Premises



Predictable performance & latency

High throughput

Built-in redundancy



Virtual cross connect to MS cloud through provider’s Ethernet exchange.



Connect on-premises datacenters/offices to the Microsoft cloud through 

point-to-point Ethernet links.



Integrate your WAN with the Microsoft cloud using any-to-any 

connectivity typically MPLS VPN.



1. Private Peering
Connect to Azure services deployed within a virtual network.

Partner 

Edge
Microsoft 

Edge

Private PeeringCustomer 

Premises



2. Microsoft Peering
Connect to Azure PaaS services (storage, SQL, Web Apps, etc) 

and SaaS services (O365, etc).

Partner 

Edge
Microsoft 

Edge

Microsoft PeeringCustomer 

Premises



Important! Connecting to Office 365 via ExpressRoute 
Microsoft peering requires approval. 
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GatewaySubnet

Customer 

Premises

ExpressRoute 

Gateway





Customer 

Premises

Azure $$$



Customer 

Premises

Azure Unlimited



Microsoft BGP Peering

Private BGP Peering
Customer 

Premises



Microsoft BGP Peering

Private BGP Peering
Customer 

Premises



0.0.0.0/0
Customer 

Premises



0.0.0.0/0
Customer 

Premises



Amsterdam Office

Virtual Network

West Europe

Virtual Network

North Europe

London Office

Microsoft Network

ExpressRoute ExpressRoute



Amsterdam Office

Virtual Network

West Europe

Virtual Network

North Europe

London Office

Microsoft Network

ExpressRoute ExpressRoute

Range AS Path

10.1.0.0/16 64496

10.2.0.0/16 64496 64496

Range AS Path

10.1.0.0/16 64496 64496

10.2.0.0/16 64496

Range AS Path From

10.1.0.0/16 64496 Amsterdam

10.1.0.0/16 64496 64496 London

10.2.0.0/16 64496 64496 Amsterdam

10.2.0.0/16 64496 London

West Europe Routing Table



Load Balancing 
in Azure
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10.0.0.1

10.0.0.2

10.0.0.3

Public IP

Internet

Load balancers can operate in ‘public’ 
mode (i.e. with a public IP address)



10.0.0.1

10.0.0.2

10.0.0.3

Private IP

Load balancers can also operate in 
‘internal’ mode (i.e. private IP).



Availability Zone 1

Availability Zone 2

Availability Zone 3

LB Standard



Web Application Firewall

HTTP load balancing

Cookie based session affinity

SSL offload

Multi-site routing

URL based content routing

Advanced diagnostics

Azure Web App support



webapp-northeurope.azurewebsites.net

North Europe Region

webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net



webapp-onprem.contoso.com

On Premises
webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net



webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net

webapp-northeurope.azurewebsites.net

North Europe Region



webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net

Use a primary endpoint for traffic; failover when primary is unavailable.

webapp-northeurope.azurewebsites.net

North Europe Region

End Point Priority

North Europe 1

West Europe 2

Central US 3



webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net

Distribute traffic according to weights.

webapp-northeurope.azurewebsites.net

North Europe Region

End Point Priority

North Europe 50

West Europe 40

Central US 10



webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net

Direct users to the ‘closest’ end point, based on latency.

webapp-northeurope.azurewebsites.net

North Europe Region

End Point Priority Latency

North Europe 50 30ms

West Europe 40 50ms

Central US 10 110ms



webapp-westeurope.azurewebsites.net

West Europe Region

webapp-centralus.azurewebsites.net

Central US Region

webapp.trafficmanager.net

Direct users based on the geographic location the DNS query came from.

webapp-northeurope.azurewebsites.net

North Europe Region

End Point Assigned Geo

North Europe UK / Ireland

West Europe Germany

Central US US



Network 
Security Groups



Name: Prod

IP address space: 10.0.0.0/16

10.0.0.0/24 10.0.1.0/24



Source IP Dest IP Protocol Port Action

10.1.1.2 30.1.1.5 TCP 22 Allow

10.1.1.2 * TCP 80 Allow

10.1.1.2 30.1.1.6 TCP 443 Allow

* * * * Deny



Name: Prod

IP address space: 10.0.0.0/16

10.0.0.0/24 10.0.1.0/24



Name Priority Source IP Destination IP

AllowvNetInBound 65000 VirtualNetwork VirtualNetwork

AllowAzureLoadBalancerInBound 65001 AzureLoadBalancer *

DenyAllInBound 65500 * *

Inbound

Name Priority Source IP Destination IP

AllowvNetOutbound 65000 VirtualNetwork VirtualNetwork

AllowInternetOutBound 65001 * Internet

DenyAllInBound 65500 * *

Outbound







Name: Spoke2

Name: Spoke1

Name: Hub



Name: Spoke2

Name: Spoke1

Name: Hub



Name: Spoke2

Name: Spoke1

Name: Hub



Name: Spoke2

Name: Spoke1

Name: Hub
This is because vNet peerings are non-transitive –

we can’t talk from vNet A to C, through B.
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Name: Spoke2

Name: Spoke1

Name: Hub

ExpressRoute / VPN




