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Migrating on-premises workloads into Azure

Microsoft Azure



Implementing centralised security and access policies for workloads

Infra policy

App policy App policy App policy



Mix DevOps and centralised IT

+
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Hub & Spoke networking enables 

central policy enforcement.
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The hub may contain central 

services such as AD infrastructure, 

DNS, PKI and more.
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User Defined Routes for greater control over routing 

User Defined Routes for greater control over routing 
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Network Security Groups and / or 3rd party appliances for security enforcement
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ExpressRoute for private connectivity between Azure VDC and on-premises



Identity and Security in the VDC Environment



Reader ContributorOwnerReader ContributorOwner

Assign roles to users and groups at 

subscription, resource group, or 

resource level.

Use built-in roles with

pre-configured permissions.



This can be achieved using either subscriptions or resource groups.
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Monitoring



Monitoring is key in a VDC environment – Azure 
offers many logging and monitoring services.

Service Health Azure Monitor Network Watcher Operations Management Suite



Logs can be sent to Azure storage or to OMS (log analytics).



What’s covered in the lab?
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Part 3: Security



Part 4: Monitoring



Part 5: Identity




